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Abstract

The CrypTool project with its long history uses BTEX
in two different scenarios: First, we use KATEX for
maths on our CrypTool online web page. Second,
we used Lual4TEX for building the recently re-edited
CrypTool book (in German [3] and English [4]).

In this talk we limit ourselves to the topic of
mathematical typesetting for interactive web appli-
cations in the browser with KATEX.

1 The CrypTool project

You can visit the CrypTool project landing page here:
www.cryptool.org/en. From there, you can start
to explore our many interesting subprojects.

As the name already suggests, we offer tools for
cryptography. They are free of cost and advertis-
ing and we do not collect personal data. We were
fully open source once, but not anymore because “un-
friendly” actors copied our whole web page, flooded it
with ads and we had to deal with the angry messages
from our user base all over the world.

Feel free to send us an e-mail and we will give
you access to our private GitHub repository.

We use Umami (umami . is) for GDPR compliant
analytics, and as you can see in fig. 1, we have about
1k visitors per work day and not so many on the
weekends.

Our work splits into maintenance of existing
software and development of new products—in the
last years, mainly online web apps. We have a collec-
tion of, as of today, 21 web apps on CrypTool-Online
(CTO), a part of which is shown in fig. 2. Two more
web apps will be released soon, one quite large that
dives deep into the recently NIST-standardised post-
quantum key encapsulation mechanism ML-KEM [8]
and one for an undergraduate audience that intro-
duces the BB84 quantum key distribution protocol
[1] in a playful way.
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Figure 1: CrypTool usage statistics with Umami

2 Mathematical typesetting in the browser

There are three common ways to generate mathemat-
ical typesetting in the browser: MathJax [6], KATEX
[5], and MathML [7].

MathML is an XML dialect for describing math-
ematical expressions in the typical angle-bracket
syntax, but it apparently has not fully caught on.
MathML was developed as a subset of HTML5, but
it was kept too general and therefore was never im-
plemented consistently. With MathML Core, this is
supposed to improve, as it builds upon IXTEX-style
styling. A list with details on the supported elements
can be found here: developer.mozilla.org/en-
US/docs/Web/MathML/Reference/Element.

However, the browser must also have a technique
to turn this “character salad” into a readable formula,
which ultimately brings one back again to HTML
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Q‘CrypTcggl-Online

Welcome to CrypTool-Online

CrypTool-Online (CTO) is a website to explore, play around with, and learn about ancient and modern
cryptography. The aim is to attract students, lecturers, and interested individuals.

Q Enter search term

Case-sensitive search @ Show only apps containing Python code

l Alphabetical order v

OPDeY AE00

. Ascll Letters are replaced by numbers of the ASCII code
Atbash Simple monoalphabetic substitution cipher originally used on
the Hebrew alphabet
. Bacon Coding that hides letters in sentences
Basess Encodes binary data as a string of 64 distinct printable
characters
. Bitshift Shifts the characters of a text bit by bit
Caesar / .
. Ror1a Famous shifting cipher used by Julius Caesar
Certificate Experiment with certificate validity periods, signature creation
verification and verification dates
e CryptoBrief simple and compact language for cryptographic algorithms
. Enigma World War 2 rotor encryption machine
Homophonic Substitution Manual analysis of homophonic substitution ciphers. Among
Analyzer other things for use within the DECRYPT project.

Figure 2: CrypTool-Online

and CSS—essentially similar to what KATEX and
MathJax do.

Both KATEX and MathJax are based on Java-
Script, with their input being essentially TEX math-
mode text. Their main difference is performance:
KATEX is newer and faster. It renders formulas di-
rectly into HTML and CSS. KATEX does generate
MathML as well, but only as a fallback for screen
readers for accessibility (example in the next section).
MathJax, however, supports more IXTEX commands.

Responsive behavior in modern web browsers is
achieved through the so-called Flexbox layout (“CSS
Flexible Box Layout module”), which is a CSS lay-
out model. As we all know, boxes exist in TEX
as well. However, for TEX boxes there is no dy-
namic resizing, which is what enables responsive-
ness in browsers. KATEX does not use Flexboxes
for rendering, but instead does it “manually” using
line-height, font-size, and font-size-dependent
positioning with margin, height, top in CSS. The
ITEX glue is simulated in KATEX with static spacing.

3 KATEX CLI

You can use KATEX on the command line as in fig. 3
by following the instructions of the documentation
on their website: katex.org/docs/cli.
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CLI

KaTeX installed using Node.js package managers comes with a built-in
command-line interface (CLI) which can be used to render TeX to
HTML. By default, CLI will take the input from standard input.

npx katex

Above uses the npx command to run the locally installed
executable after npm install katex . You can also execute
with the relative path: ./node_modules/.bin/katex

To use the CLI from local Git clone, you need to build the project
first. See Building from Source for more details.

Figure 3: KATEX CLI documentation

If you already have the Node. js package man-
ager npm available, you can install the current version
of KATEX as described via npm install katex (list-
ing 1), and then execute it in the current working
directory, here tug25, using the command npx to give
our example input (a~2+b~2=c~2) (listing 2). In this
case, the katex package is located in the home di-
rectory under node_modules, not in a subdirectory
of the working directory.

The result is shown in listing 3 and fig. 4 (bot-
tom): The output shows the MathML output from
line 1 in the listing while KATEX’s HTML output
corresponding to the very long line 2 in the listing
occurs on the right — without any CSS import, so
it’s not rendered as we would expect. If the directive

<link rel="stylesheet" 1
href="node_modules/katex/dist/katex.css" 2
type="text/css" /> 3

is added near the top of the HTML file, the rendering
looks like that in fig. 4 (top), with the MathML
output being suppressed.

4 CrypTool-Online technologies

At CrypTool, we do not follow the approach of
KATEXs so-called in-browser rendering as shown in
listing 4, but instead use server-side rendering. In
order to explain how we implement this, let’s start
with a short overview of the web technologies we use.
We also describe them in our GitHub repository; see
fig. 5.

The first in the list on the screenshot is Next. js
[9], which is a React framework for building full-stack

How we use KTEX in the CrypTool project
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tug25 7% npm install katex

added 7 packages, and audited 30 packages in P
»601ms

1 package is looking for funding
run ‘npm fund‘ for details

found O vulnerabilities

Listing 1: npm install katex

tug25 % npx ~/node_modules/.bin/katex \
-o pythagoras.html

a~2+b~2=c"2

tug25 % vi pyth*html

tug2b % open -a safari pythagoras.html

Listing 2: npx workflow with our example input

0

a’ + b* = c?
@ - Q @ =

a?+b>=c?a2+b2 =¢c2

Figure 4: Viewing the output in Safari:
with CSS (above), and without (below)

[ N

web applications. React lets you build user interfaces
out of individual pieces, called components, that then
are combined into our apps and pages.

React components receive data and return what
should appear on the screen. You can pass them new
data in response to an interaction, as when the user
types into an input field. React will then update the
screen to match the new data [10].

Components are JavaScript functions that com-
bine GUI markup structure with code logic. Their
source files are given the suffix .jsx. Examples of
such components are shown in listings 7 and 8.

Webpack [11] is a module bundler for JavaScript.
It parses imports in the code, optimizes away unused
code, and divides the remaining code into “bundles”
and “chunks” that can run in browsers. It’s automat-
ically executed when running Next. js.

Chakra-UI [2] is a set of pre-styled components
for React. You can choose from among the prede-
fined Chakra-UT’s components, which already include
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<span class="katex"><span class="katex-mathml"» 1
» ><math xmlns="http://www.w3.org/1998/Math/»
» MathML"><semantics><mrow><msup><mi>a</mi><»
» mn>2</mn></msup><mo>+</mo><msup><mi>b</mi>< >
» mn>2</mn></msup><mo>=</mo><msup><mi>c</mi><»
» mn>2</mn></msup></mrow><annotation encodingh
»="application/x-tex">a~2+b~2=c"2

</annotation></semantics></math></span><span b 2
P class="katex-html" aria-hidden="true"><spanh
» class="base"><span class="strut" style="»
»height:0.8974em;vertical-align:-0.0833em;" »
» ></span><span class="mord"><span class="»

» mord, mathnormal">a</span><span class="»

P msupsub"><span class="vlist-t"><span class=»P
P "vlist-r"><span class="vlist" style="height?
»:0.8141em; "><span style="top:-3.063em;»
Pmargin-right:0.05em;"><span class="pstrut" P
»style="height:2.7em;"></span><span class="»
P sizing reset-size6 size3 mtight"><span »

» class="mord mtight">2</span></span></spanb

» ></span></span></span></span></span><span b
» class="mspace" style="margin-right:0.2222emb
» ;"></span><span class="mbin">+</span><span P
P class="mspace" style="margin-right:0.2222emb;
» ;"></span></span><span class="base"><span »
» class="strut" style="height:0.8141lem;"></»

» span><span class="mord"><span class="mord’
»mathnormal">b</span><span class="msupsub"><b
» span class="vlist-t"><span class="vlist-r"»
P ><span class="vlist" style="height:0.8141emb;
P ;"><span style="top:-3.063em;margin-right?

» :0.05em; "><span class="pstrut" style="»
Pheight:2.7em;"></span><span class="sizing »
Preset-sizeb size3 mtight"><span class="mord?
» mtight">2</span></span></span></span></»

» span></span></span></span><span class="»
»mspace" style="margin-right:0.2778em;"></»

» span><span class="mrel">=</span><span classb?
»="mspace" style="margin-right:0.2778em;"></»
» span></span><span class="base"><span class=»}
» "strut" style="height:0.8141em;"></span><P

» span class="mord"><span class="mord P

» mathnormal">c</span><span class="msupsub"><}
» span class="vlist-t"><span class="vlist-r"»
P ><span class="vlist" style="height:0.8141emb;
P ;"><span style="top:-3.063em;margin-right?

» :0.05em;"><span class="pstrut" style="»
Pheight:2.7em;"></span><span class="sizing }
Preset-size6 size3 mtight"><span class="mord?
» mtight">2</span></span></span></span></»

» span></span></span></span></span></span></»
» span>

Listing 3: KATEX’s HTML output: explicit positioning.
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<html>

<head>

<link rel="stylesheet" href="https://cdn.»
» jsdelivr.net/npm/katex@0.16.22/dist/katex. »
Pmin.css" integrity="sha384-5TcZemv21/9»
» 0n385z///+»
» d7MSY1vIEwWOFuZTIdZ14vILqWphw7e7ZPu0iCHICcFCP»
P " crossorigin="anonymous">

<!-- The loading of KaTeX is deferred to P
» speed up page rendering -->

<script defer src="https://cdn.jsdelivr.?»
»net/npm/katex@0.16.22/dist/katex.min.js" »
»integrity="sha384-cMkvdD8LoxVzGF/»
» RPUKAcvmm49FQ0oxwDF3BGKtDXcEc+T1b2N+teh/»
»0JfpU0jr6" crossorigin="anonymous"></script?h
»>

</head>
</html>

Listing 4: In-browser rendering, as described in
katex.org/docs/browser

¥ main - +]Q
Q contie : Software Used
v @ docs What software is used in this project and why.
> [ authoring
> [ contribution
* Nextjs
> [ development -
* React
> I images + Webpack
O README.md « Chakra-Ul
| D buitwithmd « Markdown-X
[ folder-structure.md
[ libraries.md )
Next.js
[ othermd
> [ pages Next.js is our static site generator. It takes React components and builds them into
> B public web pages, using Webpack.
> [ webpack It is executed when you run:
[ gitattributes
0
[ -gitignore 0 =0 o L
[ prettierignore B T oo
You can see the Next.js website for more details. This s optional.
[ LICENSE
0 READMEd Packages in package.json : next and @next/bundle-analyzer

[ eslint.config.mis

[ iest.config.mjs

React

[ jest.setup.mjs

[3 méb-componentsx React s a library for building component-based user interfaces.

Figure 5: CTO project documentation on GitHub

the necessary logic and have examples in their docu-
mentation, as shown in fig. 6.

Behind the scenes, Chakra-UT uses the CSS-in-JS
library Emotion (emotion.sh/docs/introduction)
for creating the necessary CSS on the fly.

It is also possible to configure your own compo-
nents, which is what we do for some special needs in
CTO, e.g. the KATEX component in listings 7 and 8.
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= Concepts > Overview

Components

Accessible, modern and easy to style Ul components.
Here's a list of all the components available in the library.
—
—

Accordion Action Bar
Used to show and hide sections

of related content on a page

Used to display a bottom action
bar with a set of actions

Aspect Ratio

Alert

Used to communicate a state
that affects a system, feature o...

Used to embed responsive
videos and maps, etc

Figure 6: Chakra-UI components from chakra-ui.com/
docs/components/concepts/overview

= O cryptool-org / cryptool.org & Q

o' @

<> Code (O Issues 6 19 Pullrequests 12 (® Actions [ Projects 1

Q katey [<] Add file ~

Goto file]

< Files ¥ main ~ cryptool.org
- —_ Y

[ D docs/images/katex.png

D pages/examples/katex.jsx
D common/components/KaTeX.jsx

D webpack/mdx-katex-css.mjs

Figure 7: KATEX files in CTO

5 KATEX in CTO

When you search our GitHub Repo for filenames
containing “katex”, you will find four different files
as shown in fig. 7.

When building the website locally as a developer,
more katex files come into play; these are shown in
listing 5.

On our repo you find only the code that is needed
to build the website and was written by the Cryp-
Tool developers. For development you have to install
the project’s Node. js package dependencies using

How we use KTEX in the CrypTool project
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cryptool.org % find . -type f -name "¥katexx"
./node_modules/katex/types/katex.d.ts
./node_modules/katex/dist/katex.css
./node_modules/katex/dist/katex.js
./node_modules/katex/dist/katex.min.css
./node_modules/katex/dist/katex.min. js
./node_modules/katex/dist/katex.mjs
./node_modules/katex/katex.js
./node_modules/katex/contrib/copy-tex/»

» katex2tex.js
./node_modules/katex/src/styles/katex.scss
./docs/images/katex.png
. /webpack/mdx-katex-css.mjs
./pages/examples/katex. jsx

Listing 5: Finding KATEX files after local build process

the command npm clean-install, which will gen-
erate the folder node_modules, get — amongst many
others— the prebuilt dist/katex folder from the ex-
ternal KATEX npm-website www.npmjs . com/package/
katex and copy them there.

Webpack then extracts the necessary rules from
katex.min.css, optimizes them, and concatenates
the result into a single bundle.

Let’s go back to the four files in our repo from
fig. 7. The second file in fig. 7—katex.jsx—is a
sample component for new CTO contributors that
shows them how to use KATEX in our apps, which
you can see in listing 6. The output should look like
this png (see also fig. 7):

a=b-c=3-2=6

Two different use cases occur for using KATEX
in our web apps: Inside markdown (.mdx files) and
in JSX components.

When using markdown, double dollar signs $$
work analogously to standard code tags. The only
difference from what we are used to in KTEX is that
$$x~28$ produces inline math and

$$

x~2

$$

produces display math.

When Next. js parses an .mdx file with Web-
pack, they’re passed through special plugins that
analyze the input for the use of KATEX formulas af-
ter they’ve been processed to automatically add the
required CSS stylesheet.

The second use case of KATEX is in JSX compo-
nents. For this you have to import the TeX tag which
is CTO-specific. It’s defined in the component file

Doris Behrendt, Bernd Busse
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/** 1
* Example for ‘common/components/KaTeX.jsx¢ P 2
Pwith variable values

*/ 3

import { Box, Separator } from "@chakra-ui/» 5
Preact"

6

import TeX, { latex } from "common/components/» 7
»KaTeX"

export default function TeXample() { 9
const b = 2 10
const ¢ = 3 11
const a =b * c 12

13
const formula = latex‘a = b \cdot ¢ = ${b} \P 1s
»cdot ${c} = ${a}*

15
return ( 16

<> 17
<TeX math={formula} /> 18
<Separator /> 19
<TeX block math={formula} /> 20
<Separator /> 21

<TeX block="aligned" math={latex‘a &= bVl 22
»\\c \cdot e&= 3 \cdot 110°} />
<Separator /> 23
<Box width="10ch" outline="1px solid » 24
»gray">
<TeX math={formula} whiteSpace="nowrapP 25
/>

</Box> 26

</> 27

) 28

} 29

Listing 6: CTO KATEX example file katex. jsx

KaTeX. jsx beginning at line 51, which is shown in
listings 7 and 8 and used in listing 6 from line 18 on.

If you use variable values in your TeX expressions,
use the latex helper, which is defined in line 14 in
listing 7, then imported in line 7, and finally used in
line 14 in listing 6.

The interesting part is line 37 in listing 8 where
we use the renderToString method. We then embed
the HTML string that this method returns directly
into our component (also listing 8, line 77). This is
the earlier mentioned server-side rendering that is
described in the API documentation on the KATEX
website.
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"use client"

/** React component for rendering math using KaTeX »

»x/

import KaTeX from "katex"

import { forwardRef, memo, useMemo } from "react"
import { chakra } from "@chakra-ui/react"

import useStableValue from "common/hooks/»
»useStableValue"

import "katex/dist/katex.min.css"

/** Tag for raw TeX/LaTeX strings which support P
»variable substitution */

export const latex = (...s) => String.raw(...s).»
»replace("\\‘", "")

const BLOCK_ENVIRONMENTS = Object.freeze([
"equation",
"split",
"align",
"gather",
"alignx*",
"gatherx",
"aligned",
"gathered",
D
const useEnvironment = (content, environment) => {
if (BLOCK_ENVIRONMENTS.includes(environment)) {

return ‘\\begin{${environment}}${content}\\end{»

» ${environment}}*
} else return content

const useKaTeX = (content, options) => {
const stableOptions = useStableValue(options)

return useMemo(() => {
try {
const html = KaTeX.renderToString(content, P
» stableOptions)
return [html, undefined]
} catch (error) {
if (!(error instanceof KaTeX.ParseError || »
»error instanceof TypeError))
throw error

return [error.message, error]

}
}, [content, stableOptions])
}

Listing 7: CTO KATEX component file KaTeX. jsx

211

/%%
* Component wrapper around KaTeX.renderToString()
*/
export const TeX = memo(
forwardRef (function TeX(
{ children, math, block, errorColor, »

» renderError, settings, ...props 1},
ref
) {
const displayMode = !!block
const content = useEnvironment(children 7?7 mathb
», block)
const [html, error] = useKaTeX(content, {
displayMode,
errorColor,
throwOnError: !!renderError,
...settings,
1))
const Component = useMemo (
() => chakra(displayMode 7 "div" "span"),
[displayMode]
)
if (error && typeof renderError === "function")?
» return renderError(error)
return (
<Component
{...props}
ref={ref}
dangerouslySetInnerHTML={{ __html: html }}
/>
)
1))
)
TeX.displayName = "TeX"
export default TeX

Listing 8: CTO KATEX component file KaTeX. jsx,
continued
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KaTeX / fonts /

B KaTeX_SansSerif-Bold.ttf
B KaTeX_SansSerif-Bold.woff
B KaTeX_SansSerif-Bold.woff2
KaTeX_SansSerif-Italic.ttf
KaTeX_SansSerif-Italic.woff

KaTeX_SansSerif-Italic.woff2

[ R e R e R P

KaTeX_SansSerif-Regular.ttf
[ KaTeX_SansSerif-Regular.woff

[ KaTeX_SansSerif-Regular.woff2

Figure 8: KATEX sans serif fonts:
github.com/KaTeX/KaTeX/tree/main/src/fonts

6 Live demo

One of our smaller web applications that demon-
strates all use cases of KATEX is our “RSA step by
step”, available at www.cryptool.org/en/cto/rsa-
step-by-step. In the talk, we show how users inter-
act with the application in the browser and present
the corresponding source code, highlighting where
KATEX is used within the codebase.

7 Fonts

On the KATEX website there is also documentation
on how to generate new font metrics: github.com/
KaTeX/KaTeX/blob/main/src/metrics/README.md
The metrics of the KATEX fonts are available as a
JSON file: github.com/KaTeX/KaTeX/blob/main/
src/fontMetricsData. js. Those metrics are used
by KATEX to compute the distances and positions
for the CSS rules.

At the moment we use the default math fonts,
but we would like to switch to sans serif math. The
screenshot in fig. 8 shows what’s available at the
moment.

Any help on this would be very much appreci-
ated.
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